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McAfee IntruShield Syslog Forwarding &€

McAfee IntruShield IDS BJLUEIS Fault Notification Syslog Forwarder j%H Syslog 45 =
J5H9 syslog application, {54l :N-Reporter,
IRERNSBRINT :
»stepl : IBEERAEEENREAN IntruShield IDS,
»step2 : FJFF syslog forwarder HYTAE,
»step3 : FE FFIRNSTH B AL ERIEIE
v Enable Syslog Forwarder: Yes
v Forward Alerts: With Severity low and above
v’ Syslog Server: 15\ N-Reporter iZ%H) IP
v Port: 514

»step4 : &R Message Preference: Customized , ZAfE =%k Edit %50 , EANGREZEHML syslog
messages AYTIME,

»step5 : B FHNXFEHEEML

category="$IV_CATEGORY$", sub_category="$IV_SUB_CATEGORY$", attack_name="$IV_ATTACK_NAMES$",
attack_severity=$IV_ATTACK_SEVERITYS$, interface=$IV_INTERFACES, source_ip=$IV_SOURCE_IP$,
source_port=$lV_SOURCE_PORTS$,destination_ip=$IV_DESTINATION_IP$,destination_port=$IV_DESTINATION

_PORTS, network_protocol=$IV_NETWORK_PROTOCOLS$,attack_count=$IV_ATTACK_COUNT$
XER . LRRIER | IRBHITRRITRS.

»step6 : ik Save %5,
»step7 : Rk Apply #&$H.
»step8 : IBETK. 3= R, IntruShield IDS BISIBHT4ER Syslog iXZE N-Reporter,



McAfee Network Security Manager Syslog forwording 1&5E

»stepl : BEAEEETIREAN
Network Security Manager=>1PS Setting=>»Alert Notification=»Syslog,

»step2 : FJFF Syslog forwarder AYTIME].
»step3 : B FFURNEIFHRmAVERNEE
v Enable Syslog Forwarder : Yes
v’ Server Name or IP Address : i&%i\ N-Reporter i&%&#7 1P

v UDP Port : 514
v" Send Notification IF : 4Jj5% The following notification filter is matched: Severity Informational and above
»step4 : &R Message Preference: Customized , SAfE =%k Edit %50 , EANREEEMY syslog
messages FYTIME.

»step5 : 5 FHNXFEHEHML

category="$IV_CATEGORY$", sub_category="$IV_SUB_CATEGORY#$", attack_name="$IV_ATTACK_NAME$",
attack_severity=$IV_ATTACK_SEVERITYS, interface=$IV_INTERFACES$, source_ip=$IV_SOURCE_IP$,
source_port=$lV_SOURCE_PORTS$,destination_ip=$IV_DESTINATION_IP$,destination_port=$IV_DESTINATION

_PORTS$, network_protocol=$IV_NETWORK_PROTOCOLS$,attack_count=$IV_ATTACK_COUNT$
XER . LRRIER | IRBEHITRRITRS.

»step6 : FAIE Save ¥%5H,
»step7 : Rk Apply iZH.
»step8 : IBETTHK. 3= N3, IntruShield IDS BISIBHT4ER Syslog iXZE N-Reporter,



LFFEHINT:

to enable syslog notification and to defin

Resource Tree

E&-\”.‘ 3 . Datwc: Dusrypeien | 155 Qesrani 4 ' : B Alart Nctification
W Manager
=1 S Device List
) ¥y 105 sattings Usa tha sege to cuatomice the 3yaleg message carteee
2 50 pTgov-2 Pialds marked wek an aszanak (%) arw reguied.

[ RreT

lcategary="41V_CATEGORYS", sub_caregory="$1¥_SVUB_CATEGORYS"
AIV_ATTACK NAMES", srack s ]
INTEAFACES, sowce G4V _5 RN
=41V _SOURCE POATH, Sestinatica_ip=hIV _OESTINATION 174

MCAFEE WAL MANAGED SYATUS
SEMSOR CLUSTER MEMBER ALEAT |0 ATTACK COUNT VLAN ID UKL INFD SQUKCE VM NAME TARGET VM NAME SOURCE VM ESX NAME
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