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#N{A UL Oracle Auditing Log

1 Oracle Database Audit to syslog
Oracle 9i Iz J#EH A, ZFF Syslog FIZhRE. &M AT :
DL R Y AR R GER Linux vt
(1) B %6i5% L SQL Plus EHLEIXLHE, /b 41H % sysdba KUE

SQL> connect/ as sysdba

(2)FIF spfile EESLEI 1 pile

SQL> create pfile='/tmp/inittemp.ora’ from spfile;

File created.

(3) 4w /tmplinittemp.ora:

* audit_sys_operations=TRUE (IR B

*, transaction_auditing=TRUE

*.audit_syslog_level=local0.info

*.audit_trail="OS'
TE: #e TR M transaction log, 1 #THS"*.transaction_auditing=TRUE"FiC & .

vE: Oracle 10g W8 &5 2 J5 iAciE LA™, _transaction_auditing=TRUE"{{%

"* transaction_auditing=TRUE",

(4) Shutdown instance

SQL> shutdown immediate

BE R LLEEAEF srvetl command 5 2 1S T EdE E

srvctl stop database -d SID

(5) 14 %I pfile, 28 J5 £5dls P2

SQL> startup mount pfile=/tmp/inittemp.ora

Database Mounted.

SQL> show parameter audit

TYPE VALUE

audit_file_dest string Ivar/log/oracle

audit_sys_operations boolean TRUE




audit_syslog_level string LOCALO.INFO

audit_trail string 0S

(6)Create a new shared spfile from the existing pfile:

SQL> create spfile=' location of existing spfile.ora with filename'
from pfile='/tmp/inittemp.ora’;

(7) ELH7 )5 B e

SQL> shutdown immediate

Database Shutdown.

srvctl start database -d SID

(8)4w#H syslog.conf , ¥ oracle auditlog i#%id syslog i% % N-Reporter. 361 i syslog #5
PRl 1, syslog.conf i F/etc/syslog.conf. #EUTT -

#localO.info /var/log/oracle/oracle_audit.log

#

#Send oracle auditing to remote n-reporter system

localO.info @192.168.2.1
7. syslog.conf ¥ 5E# 2 4 " $facility. $severity<tab>@$N-Reporter IP", #ri¥ ()47 info i@

[ iR <tab>, ARTH.

(9)Restart syslogd

/etc/init.d/syslog restart
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