dartner




BIS

A3 (HHmiA N-Reporter FBF41{al{sEF Open Source TE NXLOG EI2ECE Windows AD Server
2003/2008/2012 RYHTE(Eventlog) , {4 (Event)dRR, syslog , B4&A&Z! N-Reporter fIERUL. 5%
. AIMIEFECERIES B9 Windows Server 2003, Windows Server 2008, Windows Server 2012,

N-Reporter [ERJ#2{t Eventlog to Syslog Utility 1 NXLOG FfEE{4(Event)4% syslog BIBCE {4
Hrh NXLOG HERERTNEE | IEBTICRAESMRIINE. 2 Windows AD Server Ffi§ H&(Eventlog)
B RANICRELRRIY 700 £ |, BEIERAAX NXLOG RIECE M,

NHETINE

1 BBEE WINAOWS SEIVET ..ottt ettt tee et e e et e e st e et e et e e mteeemteeeneeeaseeenseeenseeenseeaneeeaneeenneeenns 2
1.1 BREE WINAOWS SEIVET 2003 .....cviiiieiieiieieeieeieesteeeeeseeaseesseesssessaesseesseesseeaseesseesseessaesseesseenseesens 2
1.2 FEEE WINAOWS SEIVET 2008 .....c..cviuiiuieriitieieetistestesiesiestestesaessaseesessessessessessessessessessasaeseesessessessesnes 5
1.3 EEEE WINAOWS SEIVET 2012 .....c.viiieiiiiieiiciieie ettt ste et esaeseesesbestesbestestessesee s essenaeseesessessesaesnes 9

2 Windows 2003 Active Directory Server BEERIRER ........ccoooveeeee ettt 13
2. 1 IR I BRI EIEATEIZIRES . oo 13
2.2 IR EHE XTI PRSEEAZIRE ..o oveeveeeeeeee ettt 16

3 Windows 2008 Active Directory Server BREZIZER .......cccvooee et eee et see e 25
S IR EI A  E F R E T AUETIZIREE oo 25
3.2 IREHEXHIRPRSEILIER ..o oo 30

4 Windows 2012 Active Directory Server BREZIRER ..........coovveeeveeeee ettt 40
4 L R EE A P B R I BRI oo 40
4.2 R N S R S B IZERIE oottt 46

FEEZRIEER oottt 47


file:///C:/Users/Npartner/Desktop/01-03-02-019_N-Partner%20N-Reporter%20Windows%20AD%20Server%20eventlog%20to%20syslog%20by%20nxlog-CN-1-1-1/01-03-02-019_N-Partner%20N-Reporter%20Windows%20AD%20Server%20eventlog%20to%20syslog%20by%20nxlog-CN-1-1-1%20.docx%23_Toc404697800

N{E{ER NXLOG SIBfECE Windows AD Server Hi&

1 BeE Windows Server

1.1 fgE& Windows Server 2003
T& NXLOG :

1.

M URL http://nxlog.org/products/nxlog-community-edition/download
TEEFTIR nxlog-ce-x.x.xxxx.msi , A5 ~& nxlog-ce-2.9.1347.msi,
T4 NXLOG :
BRI nxlog-ce-2.9.1347.msi , ZE&[ Install | , H{TLEE,
&L Windows 2003 NXLOG BEE& {4 nxlog_win2k3.conf :
LS URL : http://www.npartnertech.com/download/tech/nxlog_win2k3.conf
4miE NXLOG EEE {4 " C:\Program Files (x86)\nxlog\confinxlog.conf " :
iE 32 (\HREZR S NXLOG Z2&E7E " C:\Program Files\nxlog\conf\nxlog.conf "
64 NHRVEZR S NXLOG ZZETE " C:\Program Files (x86)\nxlog\confinxlog.conf "
¥ nxlog_win2k3.conf IZEM_EFHEZ nxlog.conf iZ5E, SERMHFNER. Wi, KPS
IBZE eventlog, ILE RSB IEE , /> NXLOG X Windows AD 3 8eAYa3E, Windows AD A eventlog
BB NEHGFEIT 700 £ , #IERA nxlog_win2k3.conf iZ%E,
& Windows 2003 NXLOG £ &8 eventlog Bt &3 44 nxlog_win2k3_all.conf :
NS URL : http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf
N-Reporter $2iERIIRZ=S LT Windows AD T eventlog, FIF&EZ® Windows AD BUERIRE |
&1 nxlog_win2k3_all.conf iZEM_EFHE S nxlog.conf iZE, S ELEHTA eventlog Windows

AD FEEIEHIZIEEN NXLOG,

(ETW)


http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2k3.conf
http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf

## This is a sample configuration file. See the nxlog reference manual about the

## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,

## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %ROO0T%\data

Pidfile %ROOT%\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %RO0OT%\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2003 and earlier use the following:
Module im_mseventlog
Exec parse_syslog_bsd(); \
if ($EventID == 672 or $EventID == 673 or $EventID == 675 or $EventID == 528 or $EventID == 529 or $EventID == 538 or $EventID
== 540 or $EventlD == 551 or $EventID == 560 or $EventID == 612 or $EventID == 624 or $EventlD == 626 or $EventlD == 627 or $EventID
== 628 or $EventlD == 629 or $EventID == 630 or $EventID == 631 or $EventID == 632 or $EventID == 633 or $Event|D == 634 or $EventID
== 635 or $EventlD == 636 or $EventID == 637 or $EventID == 638 or $EventID == 641 or $EventlD == 642 or $EventlD == 645 or $EventID
== 646 or $EventlD == 647) { $SyslogFacilityValue = 13; } \
else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \
else if ($SourceName =~ /"MSSQL*/) { $SyslogFacilityValue = 18; } \
else\
f
drop();\
}

</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514
Exec $Message = string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; }\
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; } \
else if ($EventType =="INFO' or $EventType =='AUDIT_SUCCESS') {$SyslogSeverityValue =5;}
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

IFEEALEIEE NXLOG IEMRIZREEIRZ |
AFIFRES 32 MERFERR " define ROOT C:\Program Files\nxlog " ,
(T BRI N-Reporter 1P, AN " 192.168.2.64 ",

3




N{E{ER NXLOG SIBfECE Windows AD Server Hi&

ECESefla b ¢
M C:\Frogram Files\nxloghieconfinzlog conf — Hotepadtt [l 9

IHE wiEE gFRe fEw #Re Bsw REo 20 EIe St #0w LS
a (= 2 Ua (= o2 #hig| t z|EE|= EEE )| O m B ||

nstalled into,

Pes ce file length @ 2029 linesz : 47 Lo - 31 Col : 1 Sel 0|0 Dos‘Windows UTF-8 wfo BOM THS

5. JEI NXLOG :
SR a: FA s IIBsINXLOG 8 2B, b : [ IRSS 1550 NXLOG,

a. [ FHa -l FEER -l B 1, Birasl R |, ERlis7h0 ],
URREERBZHIT.
ap LTETATHIA ¢

net stop nxlog

net start nxlog

b. [ F& 1-[ FrEER |-l 8EIR |- RS | AxiRSInxlog ] AR /350 18l EFE6 1.
6. 1B NXLOG BBIEFERBH :
& NXLOG B9 log #& " C:\Program Files (x86)\nxlog\data\nxlog.log " , &8 &7 Error B8 ,
FRIEERR.
7. FHE windows Server 2003 i&FRNEZRIEE .

Windows Server 2003 Z{AhRIEIEIF[ BIG5 14w,

Windows Server 2003 {E{AIRIFIERE] GB2312 [4RAS.

Windows Server 2003 T hRIEIFEIFE] UTFS 1973,

MR
TirE WEE BFRE HEE #Xw |EEQ REOQ Fo ET® fStte) S0d 2 £
Y= o o & o2 g2 = |EBE =1 EEEE| B B L B |2

request

ation request signal, exiting...

4 014-11-18 14: INFO
5

% : B NXLOG i@ Eventlog to Syslog Utility $5SE¢HRRIEEEE UTFS SABAOTHGE , FRIASHIS
Windows Server 2003 i EIhaiEFRIBFEE |, EHAHINELRS.
8. FhIE windows Server 2003 &% Facility igi®%#E " (13) log audit ",



1.2 fig& Windows Server 2008
1. T&E NXLOG :

%S URL http://nxlog.org/products/nxlog-community-edition/download

TEEFTR nxlog-ce-x.x.xxxx.msi , M5 &% nxlog-ce-2.9.1347.msi,
2. TENXLOG:
AR A nxlog-ce-2.9.1347.msi , Z£3[ Install |, Hl{TZEE,
3. &k Windows 2008 NXLOG EeE ¥ nxlog_win2k8.conf :
LS URL : http://www.npartnertech.com/download/tech/nxlog_win2k8.conf
“miE NXLOG ECES{H " C:\Program Files (x86)\nxlog\confinxlog.conf " :
iE ;32 MIRERSR NXLOG FHEIE " C:\Program Files\nxlog\conf\nxlog.conf "
64 RHEIEZRS NXLOG TEEE " C:\Program Files (x86)\nxlog\conf\nxlog.conf "
& nxlog_win2k8.conf iZEM EFHESS nxlog.conf iRTE. LRERBHEFNER. MFRiGE. KAE
85 eventlog, 1B RER IR, /D NXLOG X3 Windows AD 388ERIT#E, Windows AD B3 eventlog
BB NELGFRIT 700 &£ |, #IFEMA nxlog_win2k8.conf iZ%E,
4. TE; Windows 2008 NXLOG fitH%£3EB eventlog BEE /4 nxlog_win2k8_all.conf :

s

LT URL : http://www.npartnertech.com/download/tech/nxlog_win2k8_all.conf

N-Reporter 1245k ZES 1T Windows AD FiE eventlog, FHAPEEE Windows AD B A IIRE: |
515 nxlog_win2ks_all.conf i&5ENL_EHBZ nxlog.conf I&TE. iR ESE HATA eventlog Windows
AD FERSHIXEER NXLOG,

(FETR)


http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2k8.conf
http://www.npartnertech.com/download/tech/nxlog_win2k8_all.conf

N{E{ER NXLOG SIBfECE Windows AD Server Hi&

## This is a sample configuration file. See the nxlog reference manual about the

## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,

## otherwise it will not start.

Moduledir %ROO0T%\modules
CacheDir %ROOT%\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %ROO0T%\data

LogFile %RO0T%\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012r2 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query Id="0">\
<Select Path="Security" >*[System[(Event|D=4768)]]</Select> \
<Select Path="Security" >*[System[(EventID=4769)]]</Select>\
<Select Path="Security" >*[System[(EventID=4771)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4624)]]</Select>\
<Select Path="Security" >*[System[(EventID=4625)]]</Select>\
<Select Path="Security" >*[System[(EventID=4634)]]</Select>\
<Select Path="Security" >*[System[(EventID=4647)]]</Select>\
<Select Path="Security" >*[System[(EventID=4648)]]</Select>\
<Select Path="Security" >*[System[(EventID=4656)]]</Select>\
<Select Path="Security" >*[System[(EventID=4719)]]</Select>\
<Select Path="Security" >*[System[(EventID=4720)]]</Select>\
<Select Path="Security" >*[System[(EventID=4722)]]</Select>\
<Select Path="Security" >*[System[(EventID=4723)]]</Select>\
<Select Path="Security" >*[System[(EventID=4724)]]</Select>\
<Select Path="Security" >*[System[(EventID=4725)]]</Select>\
<Select Path="Security" >*[System[(EventID=4726)]]</Select>\
<Select Path="Security">*[System[(EventID=4727)]]</Select>\
<Select Path="Security" >*[System[(EventID=4728)]]</Select>\
<Select Path="Security" >*[System[(EventID=4729)]]</Select>\
<Select Path="Security">*[System[(Event|D=4730)]]</Select>\
<Select Path="Security" >*[System[(EventID=4731)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4732)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4733)]]</Select>\
<Select Path="Security">*[System[(Event|D=4734)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4735)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4737)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4738)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4739)]]</Select>\
<Select Path="Security">*[System[(EventID=4741)]]</Select>\




<Select Path="Security" >*[System[(Event|D=4742)]]</Select>\
<Select Path="Security" >*[System[(EventID=4743)]]</Select>\
<Select Path="System">*[System[(Event|D=7036)]]</Select>\
<Select Path="Application">*[System[(EventID=18454)]]</Select> \
<Select Path="Application">*[System[(EventID=18456)]]</Select> \
</Query>\
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }
Exec if (3EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == "WARNING') { $SyslogSeverityValue =4; }\
else if (3EventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5; }

Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

ZEIAIE LR NXLOG IEBIIZREE -

KBIRIENRN 64 U ZZT2E1FE " define ROOT C:\Program Files (x86)\nxlog " °
1 BEMUA N-Reporter IP - RBIHIA " 192.168.2.64 " -
ECESBAT :




aj{s5F NXLOG &1 i rver Bi&

= ndog.cont |E I

System[ (EventID=4723)]
System[ (EventID=4724)]
System[ (EventID=4725)]
*[System[ (EventID=4726)]
System[ (EventID=4727)]
System[ (EventID=4728)]
System[ (EventID=4729)]
System[ (EventID=4738)]
System[ (EventID=4731)]
System[ (EventID=4732)]
[

[

[

[

[

[

[

[

m
m oo oMo

m

e e e e e e e e e e e e = =
w

m

mom

m

System[ (EventID=4733)]
ystem[ (EventID=4734)]
System[ (EventID=4735)]
System[ (EventID=4737)]
System[ (EventID=4738) ]
System[ (EventID=4739)]
System[ (EventID=4741)]
System[ (EventID=4742)]
[System[ (EventID=4743)]
*[System[ (EventID=7836)]
System[ (EventI
System[ (EventID=

R WN R ®
m o mDMDMDM®MD

np

<Output out

Module om_udp

Host 192.168.2.64

Port 514

Exec $Message = string($SourceName) + ™: i ventID) + ": " + $Message;

Exec if ($EventID == 18454 or $EventID == 18456 ) | yslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }

Exec if ($EventType == "ERROR' or $EventType == "AUDIT FAILURE') { $SyslogSeverityValue = 3;
else if ($EventType == "WARNING') { $SyslogSeverityValue = 4; } \
else if ($EventType == "INFO" or $EventType “AUDIT_SUCCESS®) { $SyslogSeverityValue

Exec to_syslog bsd();

Nh WP @O~

~ &

-.|-.|-.|-.|-4-4-4-4mmmmmmmmmmmmmmmmmmmmp.l_:-.l:-.l:-.p-t;p-#‘:-

SO\ R W N e ® 0o

5. BEI NXLOG :

£ a: FIA[ w<RTT IBa NXLOG & 58 b: [ IRSS B0 NXLOG.
a. [ 7R 1=l ArERER |- Bt |, BiraR <R | ERURFKEERZDHIT.
AR LTI

net stop nxlog

net start nxlog

b. [ Fa 1-[ FiBRERF -] BETH 15[ RS 1 A=BRS[nxlog] £/ Ba0 18k EFiEa0 1.
6. 1&E NXLOG BEIEERH :
&8 NXLOG B9 log & " C:\Program Files (x86)\nxlog\data\nxlog.log " , ;%& &7 Error EE. , &
RERG6.

EC:\Progra- Filesinxlogidatainxlogz. leog Hotepadtt [Administrator] _IDIiI

MiFE HEEE HEG AW FRM FE 0 AT EO EfT R ?E#U’J ‘BOMW 2 ¥
J cHHEHE S LE| XKD D[kt = DEE | E E DB e

B = nxlog.lonl
2814-10-22 16'5? 51 WARNING nxlog-ce received a termination request
2014-1 1 INFO nxlog-ce-2.8.1248 started
2914-10 39 :18 WARNING received a system shutdown reque
2914-10 18 WARNING stopping nxlog service
B WARNING nxlog-ce received a termination
INFO nxlog-ce-2.8.1248 started

1
2
a
5
6
7

7.  FE Windows Server 2008 iR HT Facility 151%#%E " (13) log audit "



1.3 figE&§ Windows Server 2012
1. TEHNXLOG:
NS URL http://nxlog.org/products/nxlog-community-edition/download
TEEHTIR nxlog-ce-x.x.xxxx.msi , 255 & nxlog-ce-2.9.1347.msi,
2. THNXLOG:
AR nxlog-ce-2.9.1347.msi , Z£/[ Install | , HUTZEE,
3. & Windows 2012 NXLOG EEE /4 nxlog_win2012.conf :
S URL : http://www.npartnertech.com/download/tech/nxlog_win2012.conf
4miE NXLOG EREI {4 " C:\Program Files (x86)\nxlog\confinxlog.conf " :
i 32 (HIRERSE NXLOG L2 " C:\Program Files\nxlog\conf\nxlog.conf "
64 NHRVER S NXLOG ZEEFE " C:\Program Files (x86)\nxlog\confinxlog.conf "
1% nxlog_win2012.conf I&EM,_FFHE= nxlog.conf iRE, WISERBMHENZR. WSiAE. KA
EIEE eventlog , ITJEAZBOIRE , > NXLOG X Windows AD s§BERYfAIE. Windows AD #Y
eventlog BFYE NEEGRIT 700 £ |, #INER nxlog_win2012.conf iZ%E.
4. TE; Windows 2012 NXLOG HitHEEB eventlog BEE /4 nxlog_win2012_all.conf :
NS URL : http://www.npartnertech.com/download/tech/nxlog_win2012_all.conf
N-Reporter 2L RZRSE 1T Windows AD Fr eventlog, FAFPEEE Windows AD RUENIRZ: |
1515 nxlog_win2012_all.conf iZEM_EFHEE nxlog.conf iIRE. LHRESEHFTE eventlog ,
Windows AD ZEESHIZLBEHR NXLOG,

(FETR)


http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2012.conf
http://www.npartnertech.com/download/tech/nxlog_win2012_all.conf

N{E{ER NXLOG SIBfECE Windows AD Server Hi&

## This is a sample configuration file. See the nxlog reference manual about the

## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,

## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile %RO0T%\data\nxlog.pid
SpoolDir %ROO0T%\data

LogFile %RO0T%\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012r2 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query Id="0">\
<Select Path="Security" >*[System[(Event|D=4768)]]</Select> \
<Select Path="Security" >*[System[(EventID=4769)]]</Select>\
<Select Path="Security" >*[System[(EventID=4771)]]</Select>\
<Select Path="Security" >*[System[(EventID=4624)]]</Select> \
<Select Path="Security" >*[System[(EventID=4625)]]</Select>\
<Select Path="Security">*[System[(Event|D=4634)]]</Select>\
<Select Path="Security" >*[System[(EventID=4647)]]</Select>\
<Select Path="Security" >*[System[(EventID=4648)]]</Select>\
<Select Path="Security" >*[System[(EventID=4656)]]</Select>\
<Select Path="Security" >*[System[(EventID=4719)]]</Select>\
<Select Path="Security" >*[System[(EventID=4720)]]</Select>\
<Select Path="Security" >*[System[(EventID=4722)]]</Select>\
<Select Path="Security" >*[System[(EventID=4723)]]</Select>\
<Select Path="Security" >*[System[(EventID=4724)]]</Select>\
<Select Path="Security" >*[System[(EventID=4725)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4726)]]</Select>\
<Select Path="Security">*[System[(EventID=4727)]]</Select>\
<Select Path="Security">*[System[(Event|D=4728)]]</Select>\
<Select Path="Security" >*[System[(EventID=4729)]]</Select>\
<Select Path="Security">*[System[(Event|D=4730)]]</Select>\
<Select Path="Security">*[System[(EventID=4731)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4732)]]</Select>\
<Select Path="Security">*[System[(EventID=4733)]]</Select>\
<Select Path="Security">*[System[(Event|D=4734)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4735)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4737)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4738)]]</Select>\
<Select Path="Security" >*[System[(Event|D=4739)]]</Select>\
<Select Path="Security">*[System[(EventID=4741)]]</Select>\




<Select Path="Security" >*[System[(EventID=4742)]]</Select>\
<Select Path="Security" >*[System[(EventID=4743)]]</Select>\
<Select Path="System">*[System[(Event|D=7036)]]</Select>\
<Select Path="Application">*[System[(EventID=18454)]]</Select> \
<Select Path="Application">*[System[(EventID=18456)]]</Select> \
</Query>\
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }
Exec if (3EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == "WARNING') { $SyslogSeverityValue =4; }\
else if (3EventType =="INFO' or $EventType =="'AUDIT_SUCCESS') { $SyslogSeverityValue =5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

FEIPANBIERE NXLOG IEHILLEIRER |,

ABIRES 64 NIRFER " define ROOT C:\Program Files (x86)\nxlog " ,
¢TI B3R HI N-Reporter IP , NG " 192.168.2.64 "

BeESEAIUT -

J||J

<Query Id="@": %

<Select Path="Security”>*[System[(EwentID=4768)]]</Select>
<Select Path="Security">*[system[({EventID=4769)]]</Select>
<Select Path="Security”>*[System[(EwentID=4771)]]</Select>
<Select Path="Security">*[system[({EventID=4624])]]</Select>
<Select Path="Security”>*[System[(EwentID=4625)]]</Select>
<Select Path="Security">*[system[({EventID=4634])]]</Select>
<Select Path="Security”>*[System[(EwventID=4647)]]</Select>
<Select Path="Security">*[system[({EventID=4648])]]</Select>
<Select Path="Security”>*[System[(EwventID=4656)]]</Select>
<Select Path="Security">*[system[{EventID=4719]}]]</Select>
<Select Path="Security”>*[System[(EwentID=472@)]]</Select>
<Select Path="Security">*[system[({EventID=4722]}]]</Select>
<Select Path="Security”>*[System[(EwentID=4723)]]</Select>
<Select Path="Security">*[system[({EventID=4724]}]]</Select>
<Select Path="Security”>*[System[(EwentID=4725)]]</Select>
<Select "Security">*[System[ (EventID=4726])]]</Select>
<Select Path="Security”>*[System[(EwentID=4727)]]</Select>
<Select Path="Security">*[system[({EventID=4728]}]]</Select>
<Select Path="Security”>*[System[(EwentID=4729)]]</Select>
<Select Path="Security">*[system[({EventID=473@]}]]</Select>
<Select Path="Security”>*[System[(EwentID=4731)]]</Select>
<Select Path="Security">*[system[({EventID=4732]}]]</Select>
<Select Path="Security”>*[System[(EwentID=4733)]]</Select>
<Select Path="Security">*[system[({EventID=4734]}]]</Select>
<Select Path="Security”>*[System[(EwentID=4735)]]</Select>
<Select Path="Security">*[system[({EventID=4737])]]</Select>
<Select Path="Security”>*[System[(EwentID=4738)]]</Select>
<Select Path="Security">*[system[({EventID=4739])]]</Select>
<Select Path="Security”>*[System[(EwentID=4741)]]</Select>
<Select Path="Security">*[system[({EventID=4742]}]]</Select>
<Select Path="Security”>*[System[(EwentID=4743)]]</Select>
<Select Path="System">*[System[(EventID=7@36)]]< Select>
<Select Path="#pplication™>*[System[ (EventID=18454)]]</5elect> %
<Select Path="#pplication"»*[System[ (EventID=18456)]]</5elect> %
r <fQuery> \

- <fQuerylList>

S/ Input>

Bl e

<Output out_eventlogy
Module om_udp
Host 192, 168. 2. 64
Port 514
Exec $Message = string($SourceName) + ": " + string(3EwentID) + ™: " + iMessage;
Exec if {$EventID == 18454 or $EventID == 18456 ) { #syslogFacilityvalue = 18; } %
i else { $5yslogFacilityvalue = 13; }
Exec if [$EventType == 'ERROR" or $EventType == "AUDIT_FAILURE') { #SysleogSeverityvalue = 3; } %
i else if ($EventType == WARNING') { $5yslogseverityvalue = 4; } %
i else if ($EventType == "INFO' or $EventType == 'AUDIT_SUCCESS') { #syslogSeverityvalue = 5; }
Exec to syslog bsd();
</Output>

Path in_eventlog =» out_eventlog

LT_J <Route eventlog>
</Route>
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e =

ERE,
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X#EF wEE RES) A #mEM BRL BEM RO BTR EEe #0w 2

Py 2 GaE g i 2xERET [ EDLH Y@ [EHa

=] = -

rmination request signal, exiting
d

7.  FE windows Server 2012 1R EHT Facility i517%EFE " (13) log audit "
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