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(2) BRrERa] FHA 1 [ BBETERF | 2 [ Microsoft Exchange Server 2007 ] 9

[ Exchange Efap<#E0O 1.

\E SR ERERS o TrtrERE
I 3
BB s esrTi [ =iz 0
. Sf RAEERTE 3
,..-\{ Windows 80 Windows Catalog
§ % Windows Update
.EL EFE }n:hmge Berver S7EH
1 - - | = : —
Byslozd gentTon ] A - FH E}o:]'uange EH a7 E

|
U\\ Exchange T3 &

&

oA ternet Explorer (G4-hit)
¢ Exchange Ei84
(< ]

Cuflook Express
.. TEimtmEN

(¥ J

|\|-|HHJ Hotepad++ = WmEAR »
1 Interlect Allance »
T WinFcap r
(L Wireshark
] Notepad++ 4
(PEEE O 5T

i) | J - B E3RiraniE)iR 28 |

(3) EHHMEIBER. T

Set-TransportServer <Serverldentity> -MessageTrackingLogEnabled $True —-MessageTrackingLogPath

<LocalFilePath>

Set-MailboxServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath

<LocalFilePath>

<Serverldentity>}J Exchange Server BIiTEHEFR , <LocalFilePath>IHMHHBIRCRAVIEER |

FRig/9"C:\Program Files\Microsoft\Exchange

Server\TransportRoles\Logs\MessageTracking",

BHIEA :
Set-TransportServer NPARTNER-012A02 -MessageTrackingLogEnabled $True -MessageTrackingLogPath "C:\Program

Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking"

ﬁ-l-[achine: npartner-012a02 | Scope: npexchange local

[PE]1 C:s>Set-TransportServer NPARTHER-B12A82 —MeszageTrackingLogEnabhled $True —HH
essagerackingLogPath “"C:-“Program Files“Microsoft“Exchange Server~IransportHoles
“LogssMessageTracking''
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Get-TransportServer npartner-012a02 | Select-Object *Track*

ﬁ-l-[at:hine: npariner-012a02 | Scope: npexchange local

[PE]1 C:s>Get—TransportServer npartner—B12aB2 | Select—0bject *Track=

MesszsageTrackingLogEnahled True

MezzageTrackingLogMaxfAge IB0.00:88:88

MezssageTrackingLogMaxDirectorySize 258MB

MessageTrackingLogMaxFileSize 18MEB

MessageTrackingLogPath C:“Program Files“MicrosoftsExchange 5
erver~IransportRolessLogs“MessageTrac
king

MezszageTrackingLogSubjectLoggingEnabled True
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Shell ],
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Set-TransportServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath <LocalFilePath>

Set-MailboxServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath <LocalFilePath>

<Serverldentity>}3 Exchange Server BIiTEHEFR , <LocalFilePath>HpHHBIRC RIS |
%ﬁik?g"c:\Program Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking",
AN

Set-TransportServer MAIL -MessageTrackingLogEnabled $True -MessageTrackingLogPath "C:\Program

Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking"

E 2% mail exchange nparimertech com H=

[PS]1 C:“Windowssystem32>Set—TransportServer MAIL —MessageTrackingLogEnabled $True —MessageTrackingLogPath "C:“Program Fu
iles“Microsoft“Exchange Server“Uid4~TransportRoles>Logs-MessageTracking™ =

MEBMHERICRME. TR

G nsportServer MAIL | Select-Object *Track*

. mail exchange npartnertech com
[PFE]1 C:“Windows™systemd2>get—transportserver MAIL | select—obhject *track

MessageTrackingLogEnabled : True

MessageTrackingLogMaxAge : 30.80:06:088

MessageTrackingLogMaxDirectorySize : 1688 MB {1.0848.576.8008 bytes)

MeszageTrackingLogMaxFileSize : 18 MB (18.485.768 hytes)

MessageTrackingLogPath : C:Program Files“Microsoft:Exchange Server-Vid4-IransportRoles“Logs“Messagelra
cking

MessagelrackingLogSubjectLoggingEnabled : True
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(3) EREMHERR. ar1THIA :
<Serverldentity>/3 Exchange Server BitE#EFR , <LocalFilePath> AN BIRC IR |
ZKIAJ9"C:\Program Files\Microsoft\Exchange Server\ V15\TransportRoles
\Logs\MessageTracking", Z<FlliiN :

Set-TransportService win2012ad -MessageTrackingLogEnabled $True -MessageTrackingLogPath "C:\Program

Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking"




FH P in{e 4§38 Exchange Server BB ESD:H 1%

3 Machine: WIN2012AD.win2012cht.local I;Ii-

[PS]1 C:“Mindous“system32>8et-TransportService win2@812ad —MessageTrackingLogEnabled $True —MessageTrackingLogPath "C:“Proffs
fyram Files“Microsoft:Exchange Server-Wi5sIransportRoles“\Logs“MessageTracking”
[F8]1 G: ﬂllndouo\uyotem32)

icrosoft Mew Phonetic H ®

(4) MEHMBERCRMRE.
AR LTTHIN

Get-TransportService win2012ad | Select-Object *Track*

% ) Machine: WIN2012AD.win2012cht.local
[P5]1 C:“MWindowsssystem3d2>Get—TransportService win2@l2ad | select—obhject *Track

eszageTrackingLogEnabled : True
geTrackingLogMaxAge : 30.P0:00:80
gelrackingLogMaxDirectorySize : 1888 MB <1.848.576.888 hytes>
geTrackingLogMaxFileSize : 18 MB {18.485.768 hytes)>

essageTrackingLogPath : C:»Program Files“Microsoft*Exchange Server-WiS:\IranszportRoles“Logs“Messagelra
cking
essagelrackingLogSubjectLogyingEnabled : True

[P5]1 C: \'.Jlnl:louf‘\.,y“tem32)
icrosoft New Phonetic

4 EBE NXLOG
(1) ZRHAREEE Administrator B\ Exchange Server,
(2) & NXLOG : M http://sourceforge.net/projects/nxlog-ce/files/
T# [nxlog-ce-x.x.x.msil,
(3) Z%& NXLOG : Etrfr [nxlog-ce-x.x.x.msi] , &% NXLOG,

iE : 32 (HREFR S NXLOG &L " C:\Program Files\nxlog\conf\nxlog.conf "
64 ALZEH NXLOG &|E_{E " C:\Program Files (x86)\nxlog\conf\nxlog.conf "
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http://sourceforge.net/projects/nxlog-ce/files/

(4) BEE NXLOG :
(1) T#; NXLOG Exchange FE& {4581 :

http://www.npartnertech.com/download/tech/nxlog_exchange.conf
(2) 4miE NXLOG BLEI/4 " C:\Program Files (x86)\nxlog\confinxlog.conf " ,
Sl NXLOG Exchange BEE&X{H5E/ nxlog_exchange.conf B , I EHES

nxlog.conf,

Moduledir %ROOT%\modules
CacheDir %RO0OT%\data
Pidfile %ROO0T%\data\nxlog.pid
SpoolDir %RO0T%\data
LogFile %RO0T%\data\nxlog.log
<Extension syslog>
Module xm_syslog
</Extension>
define BASEDIR
<Input in_exchange>
Module im_file
File
SavePos TRUE
</Input>
<Output out_exchange>
Module om_udp
Host

Port 514

Exec $SyslogFacilityValue = 2;

Exec $SourceName = 'Exchange’;
Exec to_syslog_bsd();

</Output>

<Route exchange>

Path in_exchange => out_exchange

</Route>
FEERAIEIEIE NXLOG IFHRIREERRZ |,
FHIIRIES 64 (URFR
15%5E " define ROOT C:\Program Files (x86)\nxlog " ,
{1585 define  BASEDIR  $dir "{THA9$dir i&\ Exchange Server HR{HEIFICRIRR |
AHlfER Exchange 2007
BRIARRSR " C:\Program Files\Microsoft\Exchange
Server\TransportRoles\Logs\MessageTracking " ,
£T %R "Host  $N_Reporter_IP"{THAI$SN-Reporter_IP 25 N-Reporter IP
A IP )9 192.168.2.64,
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*LOG
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: _exchange => out_exchange
32 <fRnutt>|

Perl source file |lengﬂ1:112? lines : 32 Ln:33 Col:9 2el:0 Dos\Windows ANEL sz

(3) FBEI NXLOG :

aFIFA] BSIRTFR BaINXLOG B b.[ BRS 1850 NXLOG,

a. [ FH& 12 FrERER 12 [ NANERR |, BirGRl 8RR F/R 1,
ERl BT85 1. LRAREBRRIHIIT.

MR FERIA

net stop nxlog

net start nxlog
b. [ F#E 1> [ FiERERF 12 [ RREETER |- RS 1, A=MRS[nxlog ],
ER[ Ba) 5 E#Esh 1.
(4) & NXLOG BRIEERT :
& NXLOG B9 log & " C:\Program Files (x86)\nxlog\data\nxlog.log " , ;&8 &7 Error Bl
B, ®ZREEEM.
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